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| Towards a Secure VoLTE Future

We cannot emphasize enough the importance of prioritizing security when venturing into VoLTE. We
recommend MNOs to consult VolP security standards and guidelines like GSMA FS.38

A well-thought-out approach, with security at its core, is imperative for a seamless, secure and
sustainable VOLTE roaming rollout. MNOs need concerted mitigation measures, configurations, and
security controls to secure VoLTE roaming. Conducting a security audit of your VOLTE network as @
preliminary step is advisable to identify potential vulnerabilities. This proactive measure will help you
identify and address the weak spots with requisite protection measures. Further, the audit results

will help you plan for more robust, forward-looking security solutions. Below, we have listed a few steps
to help you secure VOLTE roaming.

Proper network segmentation is required to prevent subscriber from accessing IMS infrastructure.
Encrypt VolIP traffic to ensure that traffic is secure and cannot be read by anyone who intercepts it.

e Deploy advanced signalling Firewalls and proper P-CSCF configuration to protect the IMS network
from attacks.

e Keep software up to date to prevent known vulnerabilities from being exploited.

e Regularly monitoring and audit the IMS network to identify potential vulnerabilities that need to be
addressed.
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